Open VPN

Debian 9

YcTaHoBKa nakeToB

CospgaHue ceptudukata cepeepa, krtova 1 annos WwWmudpoBaHms
KoHdurypaums OpenVPN cepsepa

OrpaHuyeHne CKopoCTH KIMEHTOB

[ob6asnsiem cepBep goctyna B AbillS

YcTaHoBKa nakeTos

apt-get install openvpn openvpn-auth-radius

CospnaHue ceptudukaTa cepsepa, Knoda U annos LWMpposaHUs

Co3gaém anpekToputo nog, Krouu:

nkdi r /etc/openvpn/easy-rsa

B Hee Konupyem yTUnuTbl 1 KOHGUIM Ans paboTel ¢ KroYamm:

cp -r /usr/sharel/easy-rsal* /etc/openvpn/easy-rsal

B cbaiine vars HacTpanBaem napameTpbl Knoya:

letc/openvpn/easy-rsal/vars

export KEY_COUNTRY="UA"

export KEY_PROVI NCE="Ki evskaya"
export KEY_CI TY="Ki ev"

export KEY_ORG="Firna"

export KEY_EMAI L="ne@lonai n. ua"
export KEY_OU="M/Organi zational Unit"

[anee HeobxoanMmo co3aatb openssl.cnf
cd /etc/openvpn/easy-rsal

cp openssl-1.0.0.cnf openssl.cnf

MHuumMmpyeM nepemeHHble:

source ./vars

FeHepupyem Kriouu:



./ build-ca

./ bui |l d-key-server server

./ buil d-key user

./ buil d-dh

openvpn --genkey --secret keys/ta.key

Konupyem cepBepHble kntoun B gupektopuio /etc/openvpn:

cd keys
cp server.crt server.key ca.crt dh2048. pemta. key /etc/openvpn/

Cosgaem HegocTaroLlme nanku:

nkdir /etc/openvpn/ccd
nkdir /var/log/openvpn

KoHdurypauusa OpenVPN cepeepa

Cospnaem dann koHdpurypaumm OpenVPN cepsepa server.conf:

letc/openvpn/server.conf

node server

daenon vpn-server

port 1194

proto udp4

dev tun

ca /etc/openvpn/ca.crt

cert /etc/openvpn/server.crt

key /etc/openvpn/server. key

dh /etc/openvpn/ dh2048. pem # dh1024. pem
plugin /usr/1ib/openvpn/radi uspl ugin.so /etc/openvpn/radius/radius. cnf
client-connect /etc/ppp/ip-up
script-security 3

client-disconnect /etc/ppp/ip-down

# ifconfig-pool -persist ipp.txt persist-key
tls-server

tls-auth /etc/openvpn/ta.key 0

ci pher AES-256- CBC

server 192.168.50.0 255.255.255.0

push "redirect-gateway"

i fconfi g-pool - persi st ipp.txt

keepal i ve 10 120

#conp-1 zo

user nobody

group nogroup

per si st - key

persist-tun

status /var/| og/ openvpn/ openvpn-status.|og
| og- append /var /| og/ openvpn/ openvpn. | og
verb 4

mute 20

client-to-client

client-config-dir /etc/openvpn/ccd

route 192.168.50.0 255.255.255.0

t opol ogy subnet

status-version 1

Cosnaem dann koHdurypauum RADIUS knueHTa:



letc/openvpn/radius/radius.cnf

NAS- |1 denti fi er=OpenVPN

# The service type which is sent to the RADI US server
Servi ce- Type=5

# The franed protocol which is sent to the RAD US server
Fr amed- Pr ot ocol =1

# The NAS port type which is sent to the RADI US server
NAS- Por t - Type=5

# The NAS | P address which is sent to the RADI US server
NAS- | P- Addr ess=127.0.0. 1

Path to the OpenVPN configfile. The plugin searches there for
client-config-dir PATH (searches for the path)

status FILE (searches for the file, version nust be 1)
client-cert-not-required (if the option is used or not)

user nane-as-comon-name (if the option is used or not)

H OB H R

# Path to our OpenVPN configuration file. Each OpenVPN configuration file needs its own radi usplugin
configuration file as well
OpenVPNConf i g=/ et c/ openvpn/ server. conf

# Support for topology option in CpenVPN 2.1
# If you don't specify anything, option "net30" (default in OpenVPN) is used.
# You can only use one of the options at the sane tine.

# 1f you use topology option "subnet", fill in the right netmask, e.g. from OpenVPN option "--server NETWORK
NETMASK"

subnet =255. 255. 255. 0

# |If you use topology option "p2p", fill in the right network, e.g. from OpenVPN option "--server NETVWORK
NETMASK"

# p2p=10.8.0.1

# Allows the plugin to overwite the client config in client config file directory,
# default is true
overwriteccfil es=true

# Allows the plugin to use auth control files if OpenVPN (>= 2.1 rc8) provides them
# default is false
# useaut hcontrol fil e=fal se

# Only the accouting functionality is used, if no user name to forwarded to the plugin, the common nane of
certificate is used

# as user nane for radius accounting.

# default is false

# accounti ngonl y=f al se

If the accounting is non essential, nonfatal accounting can be set to true.

If set to true all errors during the accounting procedure are ignored, which can be

- radius accounting can fail

- FranedRouted (if configured) maybe not configured correctly

- errors during vendor specific attributes script execution are ignored

# But if set to true the performance is increased because OpenVPN does not bl ock during the accounting
procedure.

# default is false

nonf at al accounti ng=f al se
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# Path to a script for vendor specific attributes.
# Leave it out if you don't use an own script.
# vsascri pt =/root/workspace/radi uspl ugi n_v2.0.5_bet a/ vsascri pt. pl



# Path to the pipe for comunication with the vsascript.
# Leave it out if you don't use an own script.
# vsananedpi pe=/t np/ vsapi pe

# A radius server definition, there could be nore than one.
# The priority of the server depends on the order in this file. The first one has the highest priority.
server
{
# The UDP port for radius accounting.
acct port=1813
# The UDP port for radius authentication.
aut hport =1812
# The name or ip address of the radius server.
name=127.0.0.1
# How many tines should the plugin send the if there is no response?
retry=1
# How | ong should the plugin wait for a response?
wai t =1
# The shared secret.
shar edsecr et =secr et pass

OrpaHquHme CKOpPOCTU KIiTMeHToB

CKpVII'IT, KOTOprI7I BbINOJSTHAETCA NPU NOAKIMIOYEHUN KINNeHTa:

letc/pppl/ip-up

#!/ bi n/ sh

echo "pppd up $dev $usernanme $ifconfig_pool _renote_ip LI NUX_NEW MODEL=1" >> /tnp/shaper
/usr/bin/sudo /usr/abills//libexec/linkupdown pppd up $dev $username $ifconfig_pool renote_ip
LI NUX_NEW MODEL=1 >> /t np/ shaper

env >> /tnp/ shaper

id >> /tnp/shaper
echo "---------mmia oo " >> [tnp/ shaper

CkpuvnT, KOTOPbIN BLINOMHSAETCS NPU OTKMIOYEHUWN KNNeHTa:!

letc/ppplip-down

#!/bin/sh

echo "pppd down $dev $usernane $ifconfig_pool _renmote_ip" >> /tnp/shaper

/usr/bin/sudo /usr/abills//libexec/linkupdown pppd down $dev $usernane $ifconfig_pool remte_ip
LI NUX_NEW MODEL=1

echo "----ccmmeccmccnnna- " >> [tnp/ shaper

[o6asuTtb B /etc/sudoers cneaytoLme cTpoku:

nobody ALL NOPASSWD: /usr/abills//libexec/linkupdown
nobody ALL NOPASSWD: / shi n/i pt abl es
nobody  ALL = NOPASSWD: /sbhin/tc

Hobaensem cepeep gocryna B AbillS



Hactpoiika>Cepsep nocryna>Cepsep gocryna

IP IP Agpec cepsepa

Type openvpn

Alive (sec.) Bpemsi 0GHOBREHWSI CTAaTUCTUKN U NOATBEPXKAEHWUS aKTUBHOCTM ceccun. PekomeHayemoe 3HadeHne 120
Radius NAS-Identifier MCMONb3yeTcsl TONbKO B Cry4ae HECKOIbKUX Paauyc KIIMEHTOB Ha oaHoM IP

Maponk (PoD,RADIUS Secret,SNMP) | Mapametp "sharedsecret” u3 cpaiina /etc/openvpn/radius/radius.cnf
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