YcraHoBka ABIllS Ha Ubuntu
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BHuMaHue!

Ecnu Bbl He yBEpPEHbI B CBOUX BO3MOXHOCTAX NPOBECTU PYHHYH YCTaHOBKY - VICI'IOJ'Ib3yIZTe aBTOMaTMUYECKUN WHCTanATop.

CkauuBarue ABIllIS
HacTtponka Apache
Hactporika MySQL
Perl modules
YctaHoBka RADIUS
MocTHacTpoiika Abills

' Tepsble warn

®

MpoBepka
[ononHuTensHo

Bepcusi cuctembl noa koTopyto nucanack MHCTpykumst Ubuntu 20.04.3 LTS (Focal Fossa)

[Onsa Ubuntu 22.04 yctaHOBKa MEHSIETCS TONBKO C MYHKTOM 6a3bl AaHHbIX:
mariadb-server

YcTaHoBKa no 3Tor UHCTpyKumm Ha Ubuntu 20+.

1. HyxHO ycTaHoBuTb Percona MySQL 5.7
2. YcTaHaBnvMBaeM HyxHbIn codpt anst Percona Mysql

sudo apt install curl gnupg2 -y

cd /tnp

3. 3aTem ka4aem cagn ¢ penosmTopmem

wget https://repo.percona.conf apt/ percona-rel ease_| atest. $(1sb_rel ease -sc)_all.deb
4. YcTaHaBnueaem

sudo dpkg -i percona-rel ease_|atest. $(lsb_rel ease -sc)_all.deb

sudo apt update

5. YcraHaenuBaem camy sepcuio 5.7
apt install percona-server-server-5.7

Mpu ycTaHoBKe BblGpaHbl TOMBKO OMLMK:

® standart system utilities
® OpenSSH Server

PaboTaem B KOHCONW, NEPEXOANM B PEXUM I 00t :

sudo

su

CHayvana o6HOBMM CUCTEMY U NaKeTbl

Mepesarpysunuce 1 yctaHasnueaem naketsl My SQL, apache2 n 6ubnuoteku per |

apt-get install -yq percona-server-server-5.7 percona-server-client-5.7 |ibnysqlclient-dev apache2 apache2-

utils libexpatl ssl-cert

CkaumBaHue ABIlIS


http://abills.net.ua/wiki/pages/viewpage.action?pageId=1278106
http://releases.ubuntu.com/focal/ubuntu-20.04.3-live-server-amd64.iso
https://repo.percona.com/apt/percona-release_latest.$

@ Ha MoMeHT HanucaHus ctaTtby nocnegHss Bepcus 0.95.28 (MposepuTs)

cd /usr

wget https://sourceforge.net/projects/abills/files/abills/1.00/abills-1.00.05.t9z
tar zxvf abills-1.00.05.tgz

cp /usr/abills/libexec/config.pl.default /usr/abills/libexec/config.pl

MN3meHsiem koHdurypaumoHHbin daiin /usr/abills/libexec/config.pl

(k npumepy Takovi kKomaHzgovi nano /usr/abills/libexec/config.pl v fanblue Haxvumaem ctrl v O BMecTe 4TObbl COXPaHUTb U Clrl+x Y4TOBbI BLIATY )

#DB configuration

$conf {dbhost }='1 ocal host';
$conf{dbname}="abills";
$conf{dbuser}="abills";

$conf { dbpasswd} =' sql password' ; #

$conf { ADM N_MAI L} ="i nf o@our . domai n';

$conf { USERS_MAI L_DOVAI N} =" your . domai n";

# .

$conf {secretkey}="test 12345678901234567890" ;

3HauyeHune $conf{secretkey} pekomeHayeTcsi 3ameHnTb ¢ "test12345678901234567890" Ha cryyaiHyro ANNHHYH CTPOKY. [py M3MEHEHUN 3HaYEHUs B
$conf{secretkey} nomeHsiiiTe ero Takke B charine /usr/abills/db/abills.sql

Cosgaem HefoCTaloLMe KaTanorm U MeHsiem npasa:

nkdir /var/log/httpd/

nkdir -p /usr/abills/var/log

touch /usr/abills/var/log/abills.log

chown -Rf www dat a: ww«data /usr/abills/cgi-bin

chown -Rf www« data: wwdata /usr/abills/Abills/tenplates
chown -Rf www dat a: ww« data /usr/abill s/ backup

touch /usr/abills/var/log/sql_errors

chown nobody /usr/abills/var/log/sql _errors

chnod 666 /usr/abills/var/log/sql_errors

Hactpoiika Apache

cp /usr/abills/msc/apache/abills_httpd.conf /etc/apache2/sites-enabled/

Cospnaem ceptudmkat

/usr/abills/msc/certs_create.sh apache

3anyCKaeM YCTaHOBINEHHbIE MOAYNU ONA anaya:

a2ennod ssl
a2ennod rewite
a2ennod suexec
a2ennod i ncl ude
a2ennod cgi
a2ennod headers

Mepesanyckaem apache:

/etc/init.d/ apache2 restart


http://config.pl
http://config.pl
https://sourceforge.net/projects/abills/

Hactpoitka MySQL

nysql --default-character-set=utf8 -u root -p

MpaBa Ha pa6oty ¢ 6a3oi

CREATE USER "abills® @ocal host | DENTIFIED BY "sqgl password" ; -- sql password $conf { dbpasswd}
GRANT ALL ON abills.* TO “abills” @ocal host ;

CREATE DATABASE abi | | s DEFAULT CHARACTER SET utf8 COLLATE utf8_general _ci;

quit;

Ho6aensiem 511 B Mysq|l

nysql --default-character-set=utf8 -u root -p -D abills < /usr/abills/db/abills.sql

Perl modules

[nsi paboTbl CUCTEMBI HYXXHbI MOZYN.

cd /usr/abills/msc/ &% perl perldeps.pl apt-get -batch

Yny4dwaem cebe xusHb B byayLiem:

apt-get install -yq cpanm nus aptitude

Ecnu kakune-Tto Moaynu He YyCTaHOBUITNUCb, MOXHO 3anyCTUTb

cpanm <>

Hanpumep y meHsi He yctaHoBuncs Di gest : : SHAL, 3anyckato:

cpanm Di gest : : SHAL

YcraHoBka RADIUS

yCTaHaBnMBaeM HyxHble 6ubnuotekn ans cbopku freeradius

YcTaHoBKa 6ubnuoTek

apt install l|ibnysqlclient-dev |ibgdbm dev nmake gcc libtalloc-dev Iibperl-dev |ibhiredis-dev



MpoBepka Bepcuun Perl

find /fusr/lib/ | grep libperl.so
Jusr/1ib/x86_64-1inux-gnu/libperl.so.5.30
[usr/1ib/x86_64-1inux-gnu/libperl.so.5.30.0

TonbKko B TOM criy4ae ectb aToro ¢aitna Hety /usr/lib/x86_64-linux-gnu/libperl.so !!!
[enaem cumnuHK Ans Toro, 4Tobbl GBUBNMOTEKA NOArpy3nnack BoO BpEMS KOMMUNALMA

In -s fusr/lib/x86_64-1inux-gnu/libperl.so.5.30 /usr/lib/x86_64-1inux-gnu/libperl.so

CkaunBaeM, kKoMnunupyem v ycraHaenvueaem Freeradius sepcum 3.0.25

cd /tnp
wget https://github. com FreeRADI US/ freeradi us-server/rel eases/ downl oad/ rel ease_3_2_3/freeradi us-server-3.2.3.
tar.gz
tar zxvf freeradius-server-3.2.3.tar.gz
cd freeradius-server-3.2.3
./configure --prefix=/usr/local/freeradius --with-rIlmperl-lib-dir=/usr/lib/x86_64-1inux-gnu/ \
--wi t h-dhcp=yes --with-openssl=no > /dev/null
make && nake install

In -s /usr/local/freeradi us/bin/* /[usr/bin/
In -s /usr/local/freeradi us/sbin/* [usr/sbin/

nkdir -p /usr/local/freeradius/var/run/radiusd/
chown freerad:freerad /usr/local/freeradius/var/run/radi usd/

B cnyyae npobnem npu cbopke MOXHO ucrnosnb3yro aptitude paspewumTs Bce npobriemMb!

U panee Bbibpas n downgrade nnu ¢oukcaHyTb Bepcum rnaketos !


http://libperl.so

Pa6ounit npumep aptitude paspelueHne koHhNMKTOB

sudo aptitude install build-essential
The foll owi ng NEW packages will be installed:
buil d-essential g++{a} g++-9{a} |ibc-dev-bin{a} |ibc6-dev{ab} Iibcrypt-dev{a} |ibstdc++-9-dev{a} |inux-

l'i bc-dev{a}
0 packages upgraded, 8 newy installed, O to renove and O not upgraded.
Need to get 13,9 MB of archives. After unpacking 73,2 MB will be used.
The foll owi ng packages have unnet dependenci es:

libc6-dev : Depends: libc6é (= 2.31-0Oubuntu9) but 2.31-Oubuntu9.2 is installed
The follow ng actions will resolve these dependencies:

Keep the foll owi ng packages at their current version:

1) bui | d-essential [Not Installed]
2) g++ [Not Installed]

3) g++-9 [Not Installed]

4) libc6-dev [Not Installed]

5) libstdc++-9-dev [Not Installed]

Accept this solution? [Y/n/qg/?] n
The following actions will resolve these dependenci es:

Downgr ade the foll owi ng packages:
1) libc6 [2.31-0ubuntu9.2 (now) -> 2.31-O0ubuntu9 (focal)]
2) libc6-dbg [2.31-0ubuntu9.2 (now) -> 2.31-Oubuntu9 (focal)]

Accept this solution? [Y/n/qg/?] Y
The foll ow ng packages will be DOANNGRADED:
l'ibc6 |ibc6-dbg
The foll owi ng NEW packages will be installed:
bui |l d-essential g++{a} g++-9{a} libc-dev-bin{a} libc6-dev{a} |ibcrypt-dev{a} |ibstdc++-9-dev{a} linux-libc-
dev{ a}
0 packages upgraded, 8 newly installed, 2 downgraded, O to renmove and 0 not upgraded.
Need to get 22,3 MB of archives. After unpacking 42,0 MB will be used.
Do you want to continue? [Y/n/?] Y

dann gns aBTosanycka,- Co34aem v BCTaBMsieM B HErO CreayoLLmMii TeKCT

nano /etc/init.d/radiusd

¢paitn aBToctapra /etc/init.d/radiusd

#!/bin/ sh
radiusd Start the radius daenon.

This programis free software; you can redistribute it and/or nodify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the

HoHHFH R H O HH



GNU General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301, USA

Copyright (C) 2001-2008 The FreeRADI US Project http://ww.freeradius.org
chkconfig: - 58 74
description: radiusd is service access provider Daenon.
### BEGA N INIT | NFO
Provi des: radiusd
Required-Start: $rempte_fs $network $sysl og
Shoul d-Start: mysql radiusd
Required-Stop: $rempte_fs $sysl og
Shoul d- St op: radi usd
Default-Start: 2 3 4 5
Default-Stop: 0 1 6
Short-Description: start and stop radi usd
Description: radiusd is access provider service Daenon.
### END INIT | NFO

HoH HFH R HH
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prefix=/usr/local/freeradius
exec_prefix=${prefix}

sbi ndi r =${ exec_prefix}/shin

| ocal statedir=/var

| ogdi r=${1 ocal statedir}/Iog/radius

rundi r=/usr /| ocal /freeradius/var/run/radi usd/
sysconfdir=${prefix}/etc

If you have issues with OpenSSL, uncomment these next |ines.

Something simlar nay work for MySQ, and you may al so
have to LD PRELQOAD |li bz. so

HOoH R

#LD_LI BRARY_PATH=

#LD_RUN_PATH=:

#LD_PRELQAD=I i berypt 0. so

export LD_LI BRARY_PATH LD RUN_PATH LD_PRELOAD

RADI USD=$sbi ndi r/r adi usd
RADDBDI R=%{ sysconfdi r}/raddb
RADI US_USER=' f r eer ad'

DESC=" Fr eeRADI US"

#

# See 'man radiusd for details on conmand-|ine options.
#

ARGS=""

test -f $RADIUSD || exit O
test -f $RADDBDI R/radiusd.conf || exit O

if [ ! -d $rundir ] ; then
nkdir $rundir
chown ${RADI US_USER} : ${ RADI US_USER} $rundir
chnod 775 $rundir

fi

if [ ! -d$logdir ] ; then
nkdi r $l ogdi r
chown ${RADI US_USER}: ${ RADI US_USER} $l ogdi r
chnod 770 $l ogdir
chrmod g+s $l ogdir
fi

if [ ! -f $logdir/radius.log ]; then
touch $l ogdir/radius.|og
fi

chown ${ RADI US_USER}: ${ RADI US_USER} $I ogdi r/radi us. | og
chown -R ${RADI US_USER}: ${ RADI US_USER} /usr/local/freeradius/etc/raddb



chown -R ${RADI US_USER}: ${ RADI US_USER} ${rundir}/..
chnmod 660 $l ogdir/radius.|og

case "$1" in
start)
echo -n "Starting $DESC: "
$RADI USD $ARGS
echo "radiusd"
st op)
[ -z "$2" ] && echo -n "Stopping $DESC:. "
[ -f $rundir/radiusd.pid ] && kill -TERM “cat $rundir/radiusd. pid
[ -z "$2" ] && echo "radiusd."
rel oad| f orce-rel oad)
echo "Rel oadi ng $DESC configuration files."
[ -f $rundir/radiusd.pid ] && kill -HUP “cat $rundir/radiusd. pid
restart)
sh $0 stop quiet
sleep 3
sh $0 start
check)
$RADI USD - CX $ARGS
exit $?
5
echo "Usage: /etc/init.d/ $RADIUS {start|stop|rel oad|restart]|check}"
exit 1
st op
st at us)
status \$prog
restart|force-rel oad)
stop
start

try-restart|condrestart)

if status \$prog > /dev/null; then
stop
start
f
rel oad)
exit 3
*)

echo \$"Usage: \$0 {start|stop|status|restart|try-restart|force-reload}"

exit 2
esac

BkrilouaeM B aBTO3arpysky

chrmod +x /etc/init.d/radiusd
update-rc.d radiusd defaults
update-rc.d radi usd enabl e



YcraHaBnueaem koHurypauuoHHbie dainel ABIllS

rm/usr/local/freeradius/etc/raddb/sites-enabl ed/*

cp /usr/abills/msc/freeradius/v3/ nods-enabl ed/ perl /usr/local/freeradi us/etc/raddb/ nods-enabl ed/ perl

cp /usr/abills/msc/freeradius/v3/ nods-enabl ed/ sql /usr/local/freeradi us/etc/raddb/ nods-enabl ed/ sql

cp /usr/abills/msc/freeradius/v3/sites-enabled/abills_default /usr/local/freeradius/etc/raddb/sites-enabled
[abills_default

cp /usr/abills/msc/freeradius/v3/sites-enabl ed/ control -socket /usr/local/freeradi us/etc/raddb/sites-enabl ed
/ control - socket

cp /usr/abills/msc/freeradius/v3/users /usr/local/freeradi us/etc/raddb/users

MeHsiem B koHure paguyca nano /usr/local/freeradius/etc/raddb/radiusd.conf

prefix = /usr/local/freeradius
user = freerad

group = freerad

Bnaropaps mofynto sql , MOXHO XpaHUTb cepBepa AoCTyna B 6a3e AaHHbIX (BCE paBHO HEOGX0AUM nepesanyck paavyca nocre fobasneHus
/n3MeHeHuns cepBepoB, HO He Haao npaeuTh clients.conf).
Ounwaem cnmcok cepeepoB aoctyna u3 /usr/localffreeradius/etc/raddb/clients.conf (4To6 He Gbino aybnukaToB KM3-3a 3anwuceii B 6ase)

echo ''" > /usr/local/freeradius/etc/raddb/clients. conf
cp /usr/abills/msc/freeradius/v3/ nods-enabl ed/ sql /usr/local/freeradius/etc/raddb/ mods-enabl ed/

3anornHsiem Hy>xHble HaM napameTpbl coeauHeHus ¢ b

nano /usr/local/freeradi us/etc/raddb/ nods-enabl ed/ sql

sql {
dat abase = "nysql "
driver = "rlmsql_${database}"
server = "l|ocal host"
port = 3306
login = "abills"
password = "sql password" # sql password $conf { dbpasswd}
radius_db = "abills"
' Usecretkey% , $conf { secr et key}

Cospgaém user n group (ecnu freeradius paHee He Gbin ycTaHOBMNEH, TO 6€3 3TOro He CTapTyeT)

groupadd freerad
useradd -g freerad -s /bin/bash freerad
chown -R freerad: freerad /usr/local/freeradius/etc/raddb

chown -R freerad: freerad /usr/local/freeradius/etc/raddb
nkdir /var/run/radiusd/
chown -R freerad: freerad /var/run/radiusd/

CTapTyeM B pexume oTnagkum

radi usd -X

[ononHutenbHas HacTpoika u TectupoBaHve RADIUS


http://abills.net.ua:8090/pages/viewpage.action?pageId=4030554#id-%D0%9F%D0%B5%D1%80%D0%B2%D1%8B%D0%B5%D1%88%D0%B0%D0%B3%D0%B8%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B%D1%81ABillS-%D0%A2%D0%B5%D1%81%D1%82%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5RADIUS

Ecnu 3anyctunock 6e3 ownbok, 3anyckaem

service radiusd start

MoctHacTpoiika Abills

BHocUM neprioauyeckme npoLecchbl

letc/crontab

*/5 * * * * r oot [usr/abills/libexec/billd -all

1 0 * * * r oot /usr/abills/libexec/periodic daily

1 1 * * * root lusr/abills/libexec/periodic nonthly

1 faem pocTyn Ha BefeHue nora SQL owwnGok

touch /usr/abills/var/log/sqgl_errors && chnod 666 /usr/abills/var/log/sql_errors

[obasnsem nuHku Ha gzi p v nysql dunp ana cosgaHus 6akanos 6asbl:

In -s /bin/gzip /usr/bin/gzip
I'n -s /usr/bin/nysql dunp /usr/Iocal/bin/mysql dunp

Beb nHTepdeiic agpmuHnctpaTtopa: (IP agpec MOXHO y3HaThb C MOMOLbO | p &)
https://your.host:9443/admin/

JlornH agmuHucTpaTopa no ymonyanuio abills naponb abills

Beb nHTepdelic ans nonb3oBaTtenem:
https://lyour.host:9443/

MepBble warn

B nHTepdelice agMuHucTpaTopa npexae Bcero Haao ckoHdurypuposaTb cepaepa goctyna NAS (Network Access Server).
Mepexoanm B MeHI0
Hacrpoiika > CepBepa gocryna

MapameTpbl
P IP appec NAS cepsepa
HasBaHue HasBaHue

Radius NAS-Identifier = VaeHTudumkaTop cepeepa (MOXHO He BNUChbIBaTb)

OnucaHue OnwucaHwve cepBepa

Tun Twn cepBepa. B 3aBucMmocTy OT TUna no pasHomy obpabaTbiBatoTCs 3anpockl Ha aBTOpU3aLIMio
Alive Mepwopg otnpasku Alive nakeToB

Disable OTKNOUUTL

:Manage: Cekumns meHepxmeHTa NAS cepsepa


https://your.host:9443/admin/
https://your.host:9443/

IP:PORT IP agpec v nopT Anst KOHTPONSA coeAnHEHUs. Hanpumep, Ans OTKMoYEHUs Nonb3oBaTens 13 Be6-nHTepderica
User Monb3oBaTenb Ans KOHTPONst

Password Maponb

RADIUS Parameters [NononHuTenbHble napameTpbl koTopble nepeaatoTca NAS cepsepy nocrne ycnewHon asTopusasmm

Mocne 3aBeaeHns cepeepa goctyna fobaebte emy nyn agpecos I[P POOLs.

Mepebiii IP MepBbIn agpec B nyne

KonuyectBo KonwnuyecTtBo agpecos

O,qumy cepBepy A0CTyna MOXeT NpuHaafexXaTb HECKONbKO NyrioB aApecos.

CosgaHue TapudHoro nnaHa
MeHio
Hacrporika—WHTepHeT— TapudHble nnaHb!

PeI'VICTpaLI,VIFI nonb3oBaTensd
KnueHntbl—JlormHbl—0o6aButb nonb3oBarens

3aBefieHue cepuca Internet Ha nonb3oBaTens.
KnueHtbl—JloruHbl—CepBucbl—MHTEpHET

lMpoBepka
[Ina npoBepKM NPaBUIMbHO TN HACTPOEH CEPBUC HYXHO 3anyCcTUTb yTUnuTy radtest ykaszas NorviH 1 napornb CyLeCTBYIOLLEro Nosib3oBaTens.

apt-get install freeradius-utils

Jlorun: test Maponk: 123456

radtest test 123456 127.0.0.1:1812 0 secretpass 0 127.0.0.1

Ecnu Bcé npaBunbHO HAacTpoeHo, B xXypHane ownbok OT4ér>UHTepHeT+>INocrnenHee NogKITIOYEHNE [OMKHA NOSIBUTLCS CTPOKa
2014-12-23 12:55:55 LOG INFO AUTH [test] NAS: 1 (XXX.XXX.XXX.Xxx) GTI: 0.03799

Ecnu Bbl yBuguTe apyrue ownbkn cMoTpuTte B Cnincok olumbok. Ecnm xypHan owmnbok nycT, 3Ha4YUT HenpaBUnbHO HACTPOEHO B3auMopencTere ¢
RADIUS cepsepom (eLue pa3 npoautech no cekuun FreeRadius).

[ononHutensHo

® Hactporika NAS accel-ppp
® Hactporika NAS Mikrotik
® Hactporika PPPoE Ubuntu


http://abills.net.ua/wiki/doku.php/abills:docs:modules:dv:ru#d0_be_d1_88_d0_b8_d0_b1_d0_ba_d0_b8
http://abills.net.ua/wiki/doku.php/abills:docs:nas:linux:accel_ppp:ru
http://abills.net.ua/wiki/doku.php/abills:docs:nas:mikrotik:ru
http://abills.net.ua/wiki/doku.php/abills:docs:nas:pppoe_ubuntu:ru
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