Push API

BoamoxHocTv mopyns

YcTtaHoBKka moaynsi

CospaHnue npoekTa firebase

Hactponka WebPush

Mpumep paboTbl

ABTOMaTUYECKOE OYULLIEHNE HEBANMAHBLIX TOKEHOB
[ns paspaboTymkoB

Legacy HacTpoiika

OTt4eT no push noram

Bo3moxkHble oLwmnbkm

BoamoxxHocTn mMoaynA

Mopgynb npeaHasHayeH Ans otnpasku Push yBegomnenuii B MobunbHoe npunoxexue n 6paysepax. OTnpaska Npon3BoanTCS € NOMOLLpbIO firebase
cloud messaging. KnneHt peanusoaH Ha ServiceWorker, noatomy 6yaet paboTtatb Tofnbko Ha AoMeHe ¢ BanuaHbeiM SSL (HTTPS) cepTtudmkatom.
Mywwn B Firefox pabotatoT 6e3 kntova.

YcTaHoBKa moaynA

Yto6bl Push paboTanu HyxHo nponucats B config.pl

$conf { PUSH_ENABLED} =1;

Y1061 MOAYNb paboTan KOpPeKTHO, HYxHO BkMtouMTb REST API

$conf{ APl _ENABLE} = 1;

Takxe HyXHHO ycTaHoBuTb Perl mogynb Crypt::JWT

cpan
install Crypt::JWr

CospgaHue npoekTa firebase

https://consol e. firebase. googl e. conl


https://firebase.google.com/docs/cloud-messaging
https://firebase.google.com/docs/cloud-messaging
http://abills.net.ua:8090/display/AB/RESTful+JSON+API
https://console.firebase.google.com/

€ 2 C & consolefirebasegoogle.com/?pli=1 ¥ 2 v g0 e i

@ Firebase

Welcome to Firebase!

Tools from Google for building app infrastructure, improving app quality,
and growing your business

Create a project

@ Firebase

Project settings Receive emall updates about new Firebase features, research, and events Sign up
Users and permissions

Usage and billing

Testk :‘_iect Spark plan
<> TestWebApp <+ Addapp
Build

ase & Monitor

Analyt

Project settings

General Cloud Messaging Integrations Service accounts Dataprivacy  Users and permissions

Firebase Cloud Messaging API (V1) & Enabled

Recommended for most use cases. Learn more (4

Sender ID Service Account
99909420157 Manage Service Accounts [
Cloud Messaging API (Legacy) ® pisabled .

If you are an existing user of the legacy HTTP or XMPP APls (deprecated on 6/20/2023), you must migrate to the |atest Firebase Cloud Messaging
API(HTTP v1) by 6/20/2024. Learn more 5



o+ ABIllS Lite DEMO w J l Search (/) for resources, docs, products, and more | Q, Search J | kL O @

=4

Service accounts = CREATE SERVICE ACCOUNT W DELETE : [ HELP ASSISTANT #1 LEARN

Service accounts for project "ABillS Lite DEMO"

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more
about service accounts. (4

Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload, or the creation of
service accounts entirely. Learn more about gervice account organization policies. [

= Filter Enter property nargff or value (2] m
|:| Email Status Name 4+ Description Key ID Key creation date OAuth 2 Clieni  Actions
O o3 firebase-adminsdk- & Enabled firebase- Firebase No 1097114170 ¢
inifw@abills-lite- adminsdk Admin SDK keys
demo.iam.gserviceaccouni.com Service Agent
o* ABIllS Lite DEMO w ] [ Search (/) for resources, docs, products, and more Q Searc

& firebase-adminsdk

DETAILS PERMISSIONS KEYS METRICS LOGS

Service account detgfls

Name
[ﬂrebaseadminsdk/ SAVE ]

L4

Description
{ Firebase Admin SDK Service Agent SAVE ]

Email

firebase-adminsdk-inifw@abills-lite-demo.iam.gserviceaccount.com

Unique ID
109711417045139663722

Service account status

Disabling your account allows you to preserve your policies without having to delete it.

& Enabled

DISABLE SERVICE ACCOUNT

Advanced settings v



& firebase-adminsdk [E) HELP ASSISTANT

DETAILS PERMISSIONS KEYS METRICS LOGS

Keys

Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account keys and instead use the Workload Identity Federation [Z. You can learn more
about the best way to authenticate service accounts on Google Cloud here [Z.

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation usi anization policies (2.
Learn more about sefting o) ion policies for service accounts (4

ADDKEY ~

Type Status Key Key creation date Key expiration date

No rows to display

Create private key for "firebase-adminsdk”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type

@ JSON

Recommended

Q P12

For backward compatibility with eode using the P12 format

CANCEL CREATE

Mocne aToro ckaumBaeTcs aiin, Ha3aBaHUe KOTOporo HeobxoaumMo GyaeT ckonupoBaTh 1 BHeCTH B config.pl

$conf { FI REBASE_KEY}=" "; # abillslite-fed23-fad8f0401a98

Takxke Hy)XHO BbIHECTU U3 Ha3BaHUs chaiina nepBoe 3HayveHue nepen aecucamu, Hanpumep abillslite-fed23-fad8f0401a98 Toraa 3HaveHus 6yaet abills
lite-fed23

$conf { GOOGLE_PRQJECT ID}="I1D "; # abillslite-fed23

Mocne BHeceHUs nepeMeHHbIX, CkayaHHbIN json daiin HyXHO 3arpy3uTb Ha cepBep B katanor /usr/abills/Certs/google/*Ha3saHue dhaiina*.json

Hactpoitka WebPush

[nsa Hactpoiikn Web Push Heobxoammo nepeiitn B HacTporku Cloud Messaging u cosnatb napy kntoden ans WebPush



Web configuration

Web Push certificates Web Push certificates

Firebase

i Messaging can use Application Identity key pairs to connect with external push

Learn more (A

Key pair

Date added

Generate key pair

You can also impert an existing R\'-“_d pair

Mocre cosgaHve konupyem nyGrnYHbLIA KoY 1 nponucsisaem B config.pl

$conf { Fl REBASE_VAPI D_KEY} =" public key";

Web configuration

Web Push certificates Web Push certificates

Firebase Cloud Messaging can use Application Identity key pairs to connect with external push
services. Learn more (4

Key pair Date added
BEeX081NfNFhZYe00LFYOadchG-y87Hn-CbdQ5Z

rki0yOT TeGRvnHBHTHo0j2b0JobdvumXKFg 72— Jul 6, 2022
3xwMe7-GA [

e

Cospaem Web npunoxenne

@ Firebase Gotodocs  fu

Receive emall updates about new Firebase features, research, and events Sign up x

TestProject ( s

Get started by adding
Firebase to your app

wieh

Q00 <« «

Add an app to get started

Analytics

firebaseConfig



@ Add Firebase SDK

@ Usempm @ O Usea<script>tag @

If you're already using nom 3 and a module bundler such as ¥
follawing command o Install the latest SDK:

k7 or Rollup (7, you can run the

S npm 1install firebase [a]

Then, Inftialize Firebase and begin using the SDKS for the products you'd like 1o use.

// Import the functions you need from the SDKs you need
import { initializeApp } from “fire
import { getAnalytics } from “fireb
// TODO: Add SDKs for Firebase produc

/ ://firebase.google..con/d

setupfavailable-libraries

/ Your web app's Firebase configuration
/ For Firebase JS SDK v7.28.8 and later, measurementld is optional
const firebaseConfig = {

apiKey: "ATzaSyAbWfxTRZEKqujQ1RKOGeoHYWUMNTUBRSG",
authDomain: “testproject-c6831. firebaseapp.con
projectId: “testproject-c6631”,

storageBucket: 'test -c6831.appspot..com”,

messagingSenderId
appId: "1:3628081
measurementld:
b

'5943454eab423fce

/ Initislize Firebase
const app = initializeApp(firebaseConfig);
const analytics - getAnalytics(app);

(5]

Note: This option uses the modular JavaSc which provides reduced SDK size

Leam more about Firebase for web: Gt

b SDI AP| Reference &5, Samples &

B config.pl

Taloke obsizaTenbHO HacTpoliTe apiKey co cTtopoHsbl ryrna - https:/console.cloud.google.com/ Tonbko nog, ip Baluero cepeepa, rae HaxoauTcsi Be6-
nHTepdelic.

$conf { FI REBASE_CONFI G = {
api Key => "Sanpl e",
aut hDomai n => "Sanpl e",
projectld => "Sanpl e",
st or ageBucket => "Sanpl e",
nmessagi nhgSender | d => " Sanpl e",
appl d => "Sanpl e",
neasur ement | d => "Sanpl e"

Konupyem caiin

cd /usr/abills/cgi-bin/
cp ../msc/firebase/firebase-config.js firebase-config.js

config. pl firebase-config.js

var firebaseConfig = {
api Key: "Sanple",
aut hDonai n: " Sanpl e",
projectld: "Sanple",
st or ageBucket: "Sanple",
nmessagi ngSender | d: " Sanpl e",
appld: "Sanple",
nmeasur ement 1 d: " Sanpl e"

Takxe ans 0T06pa)KeHVIF| KHomMkn Push B kabuHeTe nonb3oBatens HY>XXHO BKITKOYUTb Onumio

$conf { PUSH USER PORTAL} =1;

Hacrtpoiika Web Push rotosa!

Mpumep paboThbl

Push


https://console.cloud.google.com/welcome
https://config.pl/

2 Google Chrome

Title of Your Notification
: our Notificati

Mpumep coobLueHus mexay agMuHamm ¢ nomollbio Push

YT06bI OTNPaBUTL COOBLLIEHNE aAMUHAM, HYXXHO KIMKHYTb Mo ccbinke "Online”

CoobuleHure
OTnpaBuTh: Cleestttt
Mtestaddr
@® Push

CooBuwenune: 3a0poB

OTnpaenTs

C O @ demo.abills.net.

@ Google Chrome

TepHeHko Ceprii

o KMeHTsl

ABTOMaTUYECKOE OYULLIEHME HEBANMMOHbLIX TOKEHOB

B cucreme cywecteyet nnarvH push_clean oH aBTomaTtnyecku ounwiaet FCM TokeHbl

3anycka nnarvHa

Jusr/abills/libexec/billd push_cl ean DEBUG=3 DELETE_TOKENS=1

EcTb ABa ypoBHsi oTnagku

BeiBog npu DEBUG=2



Debug node 3
REPORT OF FCM TOKENS STATUS

VALI D TOKENS COUNT: 1
I NVALI D TOKENS COUNT: 4
GT: 0.84588

BeiBoa npu DEBUG=3

3anyck 6es DELETE_TOKENS=1

Debug node 3

REPORT OF FCM TOKENS STATUS

I NVALI D TOKEN f 39mvSv\WRf aEGpgk29_H5Y:

APA91bGpaWnT_PkxO0WABevywj 9t AFl R21 Kf JDbJCj _6YQuGCDKMeXt yz MPBI eBO2s EhKbXscGpkLI mDOp4uZu7FYi 7TPAS] XgxvDYHg5Nxu0
LaU2Fsql NvCf yQJdl S9Ii JP59_0qzZyz is invalid with FCM status | nvali dRegistration

I NVALI D TOKEN f 39mvSvWRf aEGpgk29_H5Y:

APA91bGpaWnT_Pkx0WABevywj 9t AFl R21 Kf JDbJCj _6YQuGCDKMeXt yz MPBI eB02sEhKbXscGpkLI nDOp4uZu7FYi 7TPAS] XgxvDYHg5Nxu0
LaU2Fsqgl NvCf yQddl S91i JP59_0qZyz is invalid with FCM status Invali dRegistration

I NVALI D TOKEN f 39mvSvWRf aEGpgk29_H5Y:

APA91bGpaWwnT_Pkx0OWABevywj 9t AFl R2I Kf JDbJ( _6YQvGCDKMeXt yzMPBI eB02sEhKbXscGpkLl mDQp4uZu7FYi 7TPAS] XgxvDYHg5Nxu0
LaU2Fsqgl NvCf yQJdl S91i JP59_0qgZyz1 is invalid with FCM status |nvalidRegistration

VALI D TOKEN cGri sBg7UCshhpxpH XS3: APA91bGZC3I gUnFVAMpV2H pM2oek D6pQA9- Kw3J80upUhFE-

7Cr PcPADX LgK7BgX10SnvXZI bQUXOW5M7vy JP6- 0_U7Et PySsa8Z8- - xLcl We5WeM O y Fc DBFOdv 7Bi 0Ved6SYPLgk

I NVALI D TOKEN d2kl OmhPaEWi r hGSOLu3h:

APA91bGR27JCaKLk6KKbS6i FkAuj pgl YQauwR7guuD4FXNdpZRXUJr xeLv GRELI 9j hHONXPOLNxx S5i r bzi zz-

dcsWeUcNbSCwxvaBhl A7R_- YYI aOgU- gdr gl oj pQxZh8aU75Ht eWL isinvalid with FCM status Invali dRegi stration

I NVALI D TOKEN ehue- znm®T4und _6CGkeU6_:

APA91bFhuAy K7GKTSLG u5nU0qd50Vzqi EUHWBNVZUI i mRu5or 5nPUNMKr t 9Xg4xPZbA3Va4CavkZo2j YIq8Zq86v- ObFP- MudMF5C2-

d6H WKx71mlaSwadgg6B4svEDS- Z8(sxuKRhh is invalid with FCM status Not Regi stered

VALI D TOKENS COUNT: 1
I NVALI D TOKENS COUNT: 5
GT: 0.76055

3anyck c DELETE_TOKENS=1

Debug node 3

REPORT OF FCM TOKENS STATUS

TOKEN DELETED. | NVALI D TOKEN f 39nvSvWRf aEGpgk29_H5Y:

APA91bGpaWwnT_Pkx0WABevyw 9t AFl R21 Kf JDbJ( _6YQuGCDKMeXt yz MPBI eBO2sEhKbXscGokLI mDOp4uZu7FYi 7TPAS) XgxvDYHg5Nxu0
LaU2Fsqgl NvCf yQddl S91i JP59_0qZyz isinvalid with FCM status Invali dRegi stration

TOKEN DELETED. | NVALI D TOKEN f 39nvSvWRf aEGpgk29_H5Y:

APA91bGpaWwnT_PkxOWABevyw 9t AFl R2| Kf JDbJCj _6YQvGCDKMeXt yzMPBI eB0O2sEhKbXscGokLI nDOp4uZu7FYi 7TPAS] XgxvDYHg5Nxu0
LaU2Fsqgl NvCf yQddIl S91i JP59_0qZyz isinvalid with FCM status I nvali dRegi stration

TOKEN DELETED. | NVALI D TOKEN f 39nvSvWRf aEGpgk29_H5Y:

APA91bGpaWnT_Pkx0WABevyw 9t AFI R21 Kf JDbJCj _6YQuGCDKMeXt yzMPBI eB02sEhKbXscGok LI mDQp4uZu7FYi 7TPAS]) XqxvDYHg5Nxu0
LaU2Fsqgl NvCf yQJdl S91i JP59_0qgZyz1 is invalid with FCM status |Inval i dRegi stration

VALI D TOKEN cGTQ sBg7UCshhpxpH XS3: APA91bGZC3l gUnFVAMpV2H pM2oek DEpQA9- Kw3J80upUnFE-

7Cr PcP4DxLgK7BgX10Snv XZI bQUXOn5M7vy JP6- 0_U7Et Py Ssa8Z8- - xLcl WB5WeM Oy Fc DBFOdV7Bi 0Vcd6SYPLgk

TOKEN DELETED. | NVALI D TOKEN d2kl OmhPaEWi r hOSOLu3h:

APA91bGRM27JCaKLKk6KKbS6i FKkAuj pgl YQauwR7guuDAFXNdpZRXUJr xeLvGRELI 9j hHONXPOLNxx S5i r bzi zz-

dcsWeUcNbSCwxvaBhl A7R_- YYI aOgU- gdr gl oj pQxZh8aU75Ht eWL isinvalid with FCM status Inval i dRegi stration
TOKEN DELETED. | NVALI D TOKEN ehue-zn9T4unG _6CGkeU6_:

APA91bFhuAy K7GKTSLG u5nU0qd50Vz i EUHWBNVZUI i mRu5or 5nPUMKr t 9Xg4x PZbA3Va4CavkZo2j YIq8Zq86v- 0bFP- MudMF5C2-

d6H WKx71nmlaSwadgg6B4svEDS- Z8QsxuKRhh is invalid with FCM status Not Regi st ered

VALI D TOKENS COUNT: 1
I NVALI D TOKENS COUNT: 5
GI: 0.71221



[ns paspaboTtumkoB

Mpumep ncnonb3oBaHus:

#
use Abills:: Sender:: Core;
ny $Sender = Abills:: Sender:: Core->new $db, $adnin, \%onf, {
SENDER _TYPE => ' Push’

IOF
#
ny $request_sent = $Sender->send_nessage({
u D = 2,
TITLE =>"'ABillS Push',
MESSAGE => 'Hell o, world sended via Push nessage'
IOF
# $request_sent == 1, Push . ( )

Legacy HacTpovika

Mocne atoro nepexoaum B HacTporiku Cloud Messaging, a Takke nepexoaum B HacTpoliku API.

TestProject = Gotodocs M@ E5)
Project settings 2]

General Cloud Messaging Integrations Service accounts Data privacy Users and permissions App Check

Cloud Messaging API (V1) @& Enabled

or most use cases. Learn more (7

Sender ID Service Account

2800150091 Manage Service Accounts (3

Cloud Messaging API (Legacy) ® Disabied Manage API in Google Cloud Console

nessaging into your aj

= Google Cloud TestProject w

. Cloud Messaging
kg =

Cross-platform messaging solution that lets you reliably deliver messages at
no cost

ENABLE

Mepexoanm Hasag B HacTponku Cloud Messaging n konupyem Server Key n nponucbisaem B config.pl

$conf { FI REBASE_SERVER KEY}=" "


http://config.pl

TestProject ~ Gotodocs [ f}

Project settings o

General Cloud Messaging Integrations Service accounts Data privacy Users and permissions App Check
Firebase Cloud Messaging API (V1) & Enabled .
Re: m L s. Learn more [}

Sender ID Service Account

Manage Service Accounts [

Cloud Messaging API (Legacy) @ Enabled .

Messaging AP (Le

Key Token

gh29XKDEpzWY1f2h2GMIlg

Sender ID

Add server key

OtyeT no push noram

Lt Otuér > Push > Jloru Push

3anaTk NapameTpbl

Aata: | 2023-12-01/2023-12-21 Aamunmctparop: -

Craryc: -

Mokazats

Nory Push

Q v BN s
D Tun 3aronoBok Coobuenne Aara Cratyc uID Agmunmcrparop IF

11 Aenozut LUaHOBHMI KAiEHT 2023-12-11 12:52:38 YenewHocTs 3 system x
12 Aenozut WanosHniA KnigHT 2023-12-15 12:52:38 Ycnewnocts 11 system x
13 Aenozut LanosHwiA KnignT 2023-12-02 12:52:38 Yenewnocts " system x
14 Aenozut LanosHumiA knienT 2023-12-12 12:52:38 Ycnewnocts 3 system x
15 Aenozut LanosHMiA KnignT 2023-12-12 12:52:38 Yenewnocts Bl system x
16 Aenozut WanosHumiA knient 2023-12-02 12:52:38 Ycnewnocts " system x
17 Aenozut LUaHOBHMI KAiEHT 2023-12-12 12:52:38 YenewHocTs 3 system x
18 Aenozut WanosHniA KnigHT 2023-12-12 12:52:38 Ycnewnocts 3 system x
19 Aenozut LWarosHni KnigHT 2023-12-02 12:52:38 Yenewrocts 11 system x
20 Aenozut LarosHuiA kKnignT 2023-12-12 12:52:38 Yenewnocts 3 system x
21 Aenozut LanosHMiA KnignT 2023-12-12 12:52:38 Yenewnocts Bl system x

Bo3moxHble ownbkum

B cnyyae Bo3HukHoBeHUs owmnbku - Can't locate Crypt/JWT.pm in @INC (you may need to install the Crypt::JWT module) - Bo Bpems oTnpasku
coobLueHns nocne HacTpoiikn Push yBegomnenuin gob6aste mogynb JWT ¢ nomoLLbio crieaytoLein KomaHabl



cpan add Crypt::JWr



	Push API

